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Software Attacks
DDoS

» Malicious code injection

* Malicious access to
memory/keys

* Intellectual property theft

Communication
Attacks

* Man-in the middle attacks
* Unprotected encryption
keys

Counter Measures

Vulnerable Firmware
Upgrades

* Malware replacing genuine
program

+ Unprotected key storage for
bootloaders

Physical Attacks
* Microprobing

» Data Remanence

+« PCB Tampering
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Secure Authentication Crypto Secure
Boot AES Key
SHA Storage

Trustonic Kinibi-M

IP
Protection

Secure
Firmware
Upgrade

Tamper Modular with
Detect GUI selection

Arm TrustZone +
Chip-level Security
Abstraction

Key Provisioned
SAM L11 MCU SAM L11- Trustonic
RoT Flow

End-to-end security solution
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SAM L11 MCU
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1
NON-TRUSTED TRUSTED

Wireless Module Temp Sensor

« Trusted Execution
« Counteracts malware

1
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loT Node

« Timestamps malware or tamper event
+ Maintains reliability and eliminates downtime of loT node
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SAM L11 MCU

NON-TRUSTED TRUSTED Keypad

Wireless Module - Secures & isolates passcodes
= Counteracts malware sniffing passcodes
= Encrypts and transmits securely

* Resists man-in-the-middle attacks

Secure Remote Keypad

Printer

SAM L11 MCU

NON-TRUSTED TRUSTED

Cartridge
Challenge
Secure Element » Secure key storage
» Generates challenge
« Validates response
« Authenticates cartridge
* Helps prevent counterfeiting

Response

Response

= = Response
Accessory Authentication X Match?

Glucose Meter

SAM L11 MCU

NON-TRUSTED TRUSTED

« Secure key storage
* Encrypts sensitive data
« Protects patient's private data

Encrypted
Data

Encryption
1Y MCU » KERD I EME loT EIFAEI IRETSAY RS AE > (PHEESERIRE » WHBMMEE
BEIEEK ° MEZBLZTIRE -
R ERATNNZ RO EERBREIEHER RIGREPELZE MCU WAL ZEE(F »

RYINEIRTT » FT— ] 85 th IETE B BD V) Rt 8 B EFREER D BEIRRV R B IR AIFRER - e

52 —  CompoTech Asia/ 2019.12



