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Growing move to guided patient self-care

¢ Technological innovations enable patients to manage their
health conditions from home with professional guidance

¢ Desire for sustainable care that allows patients to maintain
their independence and quality of life

Increasing regulatory and quality concerns

¢ Regulatory bodies like the FDA are implementing more
stringent guidelines to ensure the safety and efficacy of
medical devices used at home

e All new devices and changes to previously authorized devices
must include detailed cybersecurity plans
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| Hospital

1. Initial Visit

» Patient goes to hospital and
meets with clinician to have an
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| - Q —— | Patient’s Home |

2. Start of Home Treatment

initial evaluation

* The clinician programs settings
into the device and sends the
patient home with it

4. Clinician Reviews Data

o After some time, the clinician
reviews all the data collected

\i

o Patient follows the clinician’s
instructions and uses the
device for some period of time

\

3. Patient Data Upload

by the device and determines |[®
if the patient’s treatment
needs to change

|

5. Clinician Sends Update

¢ The clinician decides to change
settings and sends an update

o Every night the patient/device
uploads data to a local network
to be sent to the clinician

to the medical device

Y

A
\
\
\
\
1
1
1
I
1
I
1
6. Device Updates Firmware ,'
¢ The medical device connects ,’
to the network and updates ’
its firmware 4

* The patient continues to
use the device and this
cycle continues
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* Making sure
* Device will
operate as
expected
* Device is not an
entry door for
malware/viruses
¢ Implies firmware
authenticity
® Secure boot
* Secure updates

° Protectmg data
during transit

* Integrity: datais
not altered

® Authenticity: data
comes froma
trusted source

* Confidentiality:
datais readable
only by authorized
entities
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Strong protection of
* Credentials (keys,
certificates)
are protected
¢ Patient data at rest
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Initial Visit MAXO01065 Features Start of Home Treatment

Patient goes to hospital and
meets with clinician to have an
initial evaluation

The clinician programs settings
into the device and sends the
patient home with it

Clinician Reviews Data

After some time, the clinician
reviews all the data collected
by the device and determines
if the patient’s treatment
needs to change

Clinician Sends Update

The clinician decides to change
settings and sends an update
to the medical device

e Hardware-based cryptography
e SHA-256 and HMAC Hash
* AES-128/256 (GCM, CBC,
ECB, CCM)
e ECC(NIST P-256) ECDSA
mutual authentication
e Secure communication
* TLS handshake and
record layer
* X.509 certificates storage
and management
o 8k byte filesystem with
custom security attributes
and ChipDNA PUF protection
e Low power operation
and small footprint

* Patient follows the clinician’s
instructions and uses the
device for some period of time

Patient Data Upload

e Every night the patient/device
uploads data to alocal network
to be sent to the clinician

Device Updates Firmware

* The medical device connects
to the network and updates
its firmware

¢ The patient continues to
use the device and this

cycle continues
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Medical Device

MCU boots from

MCU/FPGA

an immutable

|

Firmware and
Configuration

memory
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MCU submits the
firmware and
configuration

image to
the MAX0Q1065
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« | usesthe secure
N boot public key
to check the
image signature
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en/resources/technical-articles/
the-fundamentals-of-secure-
boot-and-secure-download.
html) -
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